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Purpose

The purpose of this document is to assist new ASO API customers accessing ASO API endpoints for the first time. It will walk users through how to obtain
and use customer-specific configuration values, bearer access token acquisition, and making an initial call to an existing ASO API endpoint.

Configuration
Base URLs
Production
Resource Server Base URL
Authorization Utility Service (AUS) https://auth.api.combinenet.com/

Customer Host Entity Service (CHES) | https://ches.api.combinenet.com/

Event Entity Service (EES) https://ees.api.combinenet.com/
Demo
Resource Server Base URL
Authorization Utility Service (AUS) https://auth.demo-api.combinenet.com/

Customer Host Entity Service (CHES) | https://ches.demo-api.combinenet.com/

Event Entity Service (EES) https://ees.demo-api.combinenet.com/

Customer Specific Configurations

There are several configuration values specific to each customer that are required to access ASO APIs. These values will be supplied to each customer
by their Jaggaer ASO contact. The following table details those values:

Config Environment Description

Value Specific
Client-ID No The customer client-id is only used during bearer-token acquisition, which will be described in detail below.
Secret Yes The customer secret is only used during bearer-token acquisition, which will be described in detail below.
Customer- | Yes The ASO customer-host-id may be used during bearer-token acquisition in order to scope the bearer token and can
Host-ID also be used as an input parameter to various ASO endpoints.
API Key Yes The customer api-key is sent in the 'X-API-Key' request header and used for all ASO API calls. Examples will be

provided below.

Other necessary pieces of customer data needed to invoke ASO APIs may include various ASO entity IDs, including event IDs, user IDs, bid, item, or
supplier IDs, etc.
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Bearer Access Token Acquisition

All calls to EES and CHES endpoints require that a bearer access token (BAT) be sent in the 'Authorization' request header. A BAT can be acquired by
making a call to the ASO Authorization Utility Service (AUS). The endpoint for bearer token issuance can be found documented here:

http://docs.aso.engineering/oauth-ccg.html#oauth2_token_post

This is the only place that the customer client-id and secret are needed when calling an ASO API. The value used in the 'Authorization' request header
after the authentication schema 'Basic' for the BAT request is the base64'd value of the customer client-id, a colon ('), and the customer secret:

$ echo -n "{client_id}:{secret}" | base64 -w0
c2NobmVpZGVy X2Fwat pkZTQON2Ri NCOy miAYx LTEXZWEt OTZj ZCOWVDUMNTZi Nz VI OTY=

Depending on the type of client the it may be required to set the ' scope' of the BAT being generated. If the client is an admin client (internal ASO
integration partner) then the scope will need to be included in the BAT request, because an admin client can request BAT's for various scopes. If the client
is a non-admin client (external ASO customer) then the scope should be omitted because a non-admin client is already implicitly scoped to for the
customer.

Non-Admin Clients (External ASO Customer)

The following is an example BAT acquisition request (POST /oauth2/token) in the Demo environment using curl for a non-admin client:

AUS POST /oauth2/token (request)

$ curl -X POST \
htt ps://aut h. denp- api . conbi nenet . conf oaut h2/ t oken \
-H " Aut hori zati on: Basi c c2NobnVpZGvyX2Fwat pkZTQON2Ri NCOy MAYXLTEXZWEt OTZj ZCOWVDUWNTZi NzVI OTY=" '\
-H ' Content-Type: application/x-ww-formurlencoded \
-H ' Accept: application/json' \
-H ' X- APl - Key: {api-key}"' \
-d 'grant _type=client_credentials'

Note that in the request-body only gr ant _t ype is required, scope is not required for a non-admin client BAT acquisition requests.

BAT acquisition response:

AUS POST /oauth2/token (response)

{
"scope": "{custoner-host-id}",
"access_token": "XXXXXXXX-XXXX=XXXX= XXXX= XXXXXXXXXXXX",
"token_type": "bearer",
"expires_in": 86400
}

A system-to-system BAT will have a long-lived expiration -- as you can see in this case it is 86,400 seconds (24 hours). We encourage API users to re-use
BATs as much as possible. When the current BAT gets near its expiration time or has expired, simply acquire a new one.

Admin Clients (Internal ASO Integration Partner)

As mentioned above admin clients need to include scope for all BAT acquisition requests. There are currently two ways to specify scope in the request-
body — by ASO customer-host-ID and by J1-tenant-ID. The following examples show how to specify a scope in the request-body in each way:

Scoping With ASO Customer Host ID:

' scope=t enant - aso 275&grant _type=client_credentials'

Scoping With J1 Tenant ID:

'scope=tenant-j 1 99999999009&gr ant _type=client_credential s’
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The following is an example BAT acquisition request (POST /oauth2/token) in the Demo environment using curl for an admin client:

AUS POST /oauth2/token (request)

$ curl -X POST \
htt ps://auth. denp-api . conbi nenet. conl oaut h2/t oken \
-H ' Aut hori zati on: Basic aj FWX2FkbW uX2FwaWyx LTExZWEt OTZj ZCOWMVDUWNTZi NzVI OTYToz YTMzZj ¢5ZC00ZDYzL=" \
-H ' Content-Type: application/x-ww-formurlencoded \
-H ' Accept: application/json' \
-H ' X- APl - Key: {api-key}"' \
-d 'scope=tenant-aso 275&grant_type=client_credentials'

BAT acquisition response:

AUS POST /oauth2/token (response)

{
"scope": "{aso-custoner-host-id}",
"access_token": "XXXXXXXX=XXXX-XXXX= XXXX= XXXXXXXXXXXX",
"token_type": "bearer",
"expires_in": 86400
}

A system-to-system BAT will have a long-lived expiration -- as you can see in this case it is 86,400 seconds (24 hours). Also note in the response JSON
that the BAT is scoped to the ASO customer host that was sent as the scope value in the request (or the ASO customer host that corresponds to the J1
tenant that was send as the scope). We encourage API users to re-use BATs as much as possible. When the current BAT gets near its expiration time or
has expired, simply acquire a new one.

Endpoint Invocation

Once a system-to-system bearer access token has been acquired it is now possible to call any ASO API endpoint. The following is an example curl call
using the newly acquired BAT in the 'Authorization’ header of a request to the CHES 'GET Events' endpoint. The full documentation for this endpoint can
be found here:

http://docs.aso.engineering/ches.html#chost__chost_id__user__user_id__apievents_get

Note that the customer-host-id and a valid ASO user-id (for that customer host) are required as path parameters to this endpoint.

CHES GET Events (request)

curl -X CET \
https://ches. denp- api . conbi nenet. coni chost/{cust omer - host-id}/user/{user-id}/api Events \
-H "Aut hori zation: Bearer XXXXXXXX-XXXX-XXXX=XXXX- XXXXXXXXXXXX' \
-H ' Accept: application/vnd. sciquest.comches+json' \
-H ' X- APl - Key: {api-key}'

The response below returns 5 events under specified customer-host-id to which the given user-id has access:

CHES GET Events (response)

"event | d": 10001,

"custonerHost 1 d": 100,

"nanme": "Conpany X RFX Tenpl ate",

"uri Nane": "10001",

"url": "https://conpanyx. denp. conbi nenet. coni cl earvi ew 10001",
"description": "Conpany X RFX event tenplate",
"isTest Event": fal se,

"isTenpl ate": true,

"archival State": "not_archived",

"event Owner": "Brian MWMhon",

"event Omner Emai | ": "ntmahon@ aggaer . cont',
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"publicOrPrivate": "private",

"t enpl at eTypeNane": " RFxpress"”,
"event TypeName": "Seal ed Bid",
"event TypeCat egory": "RFX",
"subcat egoryl": null,

"subcat egory2": null,

"active": true,

"createdOn": 1576686197000,
"projectStartDate": 1576686197000,
"bi ddi ngOpen": nul I,

"roundOneBi ddi ngOpen": nul |,

"bi ddi ngd ose": nul I,

"optim zationAvail able": null,
"optim zationUnavail abl e": null,
"anal ysi sEnds": nul I,

"l ast Modi fied": 1576686226000

"event|d": 10002,
"custonerHost 1 d": 101,

name" :

"Conpany X auction tenplate”,

"uri Nane": "34917",

"url":

"https://conpanyx. denp. conbi nenet. cont cl ear vi ew/ 10002",

"description": "Conpany X auction tenplate",
"isTest Event": fal se,
"isTenpl ate": true,

"archival State": "not_archived",

"event Owner": "Brian MMhon",

"event Omer Emai | ": "bncrmahon@ aggaer . cont',
"publicOrPrivate": "private",

"t enpl at eTypeNane": " RFxpress"”,

"event TypeNane": "Reverse Auction",

"event TypeCat egory": "eAuction",
"subcat egoryl": null,

"subcat egory2": null,

"active": true,

“createdOn": 1576686289000,
"projectStartDate": 1576686289000,
"bi ddi ngOpen": nul I,

"roundOneBi ddi ngOpen": nul |,

"bi ddi ngd ose": null,

"optim zationAvail able": null,
"optim zationUnavail able": null,
"anal ysi sends": nul |,

"l ast Modi fied": 1576686289000

"eventld": 10003,
"custonerHost 1 d": 101,

name" !

“Conpany X - 1Q@0 TL Bid",

“uri Name": "10003",

"url":

"https://conpanyx. denp. conbi nenet . cont cl ear vi ew 34918",

"description": "Conpany X - 1Q0 TL Bid event",
"isTestEvent": true,
"isTenpl ate": fal se,

"archival State": "not_archived",

"event Owner": "Brian MMhon",

"event Omer Emai | ": "bncnmahon@ aggaer . cont',
"publicOPrivate": "private",

"tenpl at eTypeNane": "Transportation”,
"event TypeNanme": "Seal ed Bid",
"event TypeCat egory": "RFX",
"subcat egory1": "TL",

"subcat egory2": null,

"active": true,

"createdOn": 1576686523000,
"projectStartDate": 1576686522000,
"bi ddi ngOpen": nul |,

"roundOneBi ddi ngOpen": nul |,

"bi ddi ngC ose": nul I,

"optim zationAvail able": null,



"optim zationUnavail abl e": null,
"anal ysi sEnds": null,
"l ast Mbdi fied": 1576686531000

b
{
"event|d": 10004,
"custonerHost 1 d": 101,
"name": "Conpany X - 2020 LTL Bid",
"uri Nane": "10004",
"url": "https://conpanyx. denp. conbi nenet. coni cl earvi ew 34919",
"description": "Conpany X - 2020 LTL Bid event",
"isTest Event": true,
"isTenpl ate": fal se,
"archival State": "not_archived",
"event Owmner": "Brian MMhon",
"event Omer Emai | ": "bncrmahon@ aggaer . cont',
"publicOrPrivate": "private",
"t enpl at eTypeNane": "Transportation",
"event TypeName": "Seal ed Bid",
"event TypeCat egory": "RFX",
"subcat egoryl": "LTL",
"subcat egory2": null,
"active": true,
"createdOn": 1576686780000,
"projectStartDate": 1576686780000,
"bi ddi ngOpen": nul I,
"roundOneBi ddi ngOpen": nul |,
"bi ddi ngd ose": nul I,
"optim zationAvail able": null,
"optim zationUnavail able": null,
"anal ysi sEnds": nul |,
"l ast Modi fied": 1576686788000
H
{
"event1d": 10005,
"custonerHost 1 d": 101,
"nane": "Conpany X - 2020 Truckload / Internpdal Bid",
"uri Nane": "10005",
"url": "https://conpanyx. denp. conbi nenet. coni cl earvi ew 34921",
"description": "Conpany X - 2020 Truckload / Internodal Bid event",
"isTest Event": true,
"isTenpl ate": fal se,
"archival State": "not_archived",
"event Owner": "Brian MMhon",
"event Omer Emai | ": "bncrmahon@ aggaer . cont',
"publicOrPrivate": "private",
"t enpl at eTypeNane": "Transportation",
"event TypeNanme": "Seal ed Bid",
"event TypeCat egory": "RFX",
"subcat egoryl": "TL/IM,
"subcat egory2": null,
"active": true,
"createdOn": 1576686935000,
"projectStartDate": 1576686935000,
"bi ddi ngOpen": nul I,
"roundOneBi ddi ngOpen": nul |,
"bi ddi ngd ose": null,
"optim zationAvailable": null,
"optim zationUnavail able": null,
"anal ysi sends": nul |,
"l ast Modi fied": 1576686942000
}

Summary



The above sections should contain all the information necessary to help customers get set up and interacting with ASO APIs successfully. For details on
what ASO APIs and endpoints are available current documentation can be found at http://docs.aso.engineering/. Please keep in mind this documentation
will be changing periodically, as we continue adding and updating endpoints. If you have any further questions or concerns do not hesitate to get in touch
with your ASO Jaggaer contact.
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